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Abstract:
This paper examined the extent of the breach of the organizations’ information 
security safeguards, analyzed whether they conduct cyber intelligence within the 
company, investigated the adherence of employees to Incident Response Plan [IRP], 
and analyzed the application and users awareness of digital forensic techniques. 
Lastly the security incident reporting model was developed for adoption by novice 
users from developing countries like Kenya.
The methodology employed to achieve the stated objective was the questionnaire 
designed, developed and distributed to twenty randomly selected sample populations. 
Two hypotheses were stated and tested using statistical tools. The ISO 17799 
Theoretical Framework for security and control was adopted for this study.
The research found out that 70% of the employees were in agreement that reporting 
information security events and weaknesses is crucial to the well being of the 
organization while 30% disagreed. On the investigation about the existence of 
Incident Response Plan, 47.5% are aware but 15% conduct cyber intelligence 
against 65% who don’t know about computer forensic policies and procedures in 
their organizations.
The research survey was limited in a number of ways. The main limitation was that 
the research sample study was small hence the findings may not be generalized in 
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across all organisations. However this was an indication of the security threats 
caused by technology user. This implies that another research should be done using 
a reasonable sample population so that the finding may be generalized.
However this research could be of great importance to various organizations. The 
survey showed that 30% don’t agree with the need to report security incidents. This 
may be a great source of risk to the organization. The model developed will be 
used as a guide to enlighten the novice worker who constitutes a large number of 
the work force. To enhance information security, the research proposes a regular 
system audit to be done by trained personnel. The research also suggested that all 
employees should be made aware of security threats and their potential risks through 
the provision of IRP manual and quarterly appraisals relating to cyber intelligence 
and computer forensics.
Keywords: Incidents, Security, Cyber-intelligence, Forensics, Reporting 

1. Introduction
Robert [2010] in his paper entitled “Will the USA be hit with a Cyber Attack in the 
next six months” noted that malicious cyber activities are occurring on unprecedented 
scale with extraordinary sophistication. Many organizations, be it private or public 
possess valuable information that they guard closely. This information can be 
technical, commercial, financial, legal or confidential trade secrets. Organisations 
have come up with policy guidelines to tackle information security attacks that may 
range from employee’s involvement to hackers with expertise. According to a Remote 
system access article, accessed on 15th March, 2010 they argued that backdoor in 
software for energizer Duo USB battery charger allows a remote attacker to list 
directories, send, receive files and execute programs.

The main aim of this research was to find out whether information security incidents 
are reported effectively, accurately and with urgency such that forensic investigation 
may be initiated for further legal action. The research aimed to find out whether 
employees are aware of incident response plans by their organization. They examined 
the level of the organization’s information security safeguards, analyzed the cyber 
intelligence operations, investigated the adherence to the incidence response plan by 
users and lastly analyzed.

To guide this research, the European Council Framework Decision of 2005 on attacks 
against information was examined. This framework suggested that information 
security can be enhanced by giving law enforcement authorities the power to act.
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The ISO 17799 theoretical framework was adopted. This framework provides 
security policies and set of control that states that technology provides a foundation 
but in the absence of intelligent management policies, even the best technology 
can be defeated. The experts believe that 90% of successful cyber attacks could 
have been prevented by the technology available at the time but inadequate human 
attention made these attacks prevalent.

The research found out that 17.7% strongly agree that reporting, procedures, 
responsibility, monitoring, objectives and followed are as required by the 
organization’s policies and strategies. The analysis also shows that 15% of the 
organizations conduct cyber intelligence while 75% don’t. Since 50% is less than 
75% as shown in the figure 7, then we accept the null hypothesis that more than half 
of the organizations don’t conduct cyber intelligence. This implies that insiders such 
as company employee can defeat system security in a variety of ways.

The areas addressed in this paper were reporting information security event and 
weakness; cyber intelligence; incident response plan and computer forensics. Section 
1 gives the introduction, section 2 presents the literature reviewed with various 
relevant subsections. Section 3 shows the methodology employed and the findings 
and analysis are presented in section 4. Lastly the conclusion with future research 
was presented. But first, information security incident and cyber intelligence is 
examined.

2. Information Security Incidents and Cyber Intelligence
2.1 Information Security Incidents
According to William [2006] Information Security requirements have changed in 
recent times, traditionally provided by physical and administrative mechanisms. 
The over reliance of computer use requires automated tools to protect files and 
other stored information from unauthorised access. The use of networks and 
communications links requires that measures to protect data during transmission are 
employed. Towards this, governments and organisations have come up with policies 
and strategies to minimise information security incidences. According to Tianning 
[2008] current systems and sensors have a high false detection rate and lack post-
incident decision support capability.

2.2 Cyber Intelligence
Cyber terrorism has been defined by English dictionary as an act that disrupts 
information systems. These terrorist acts use various techniques to disrupt and 
damage or destroy computer-based information systems. Robert [2010] noted that 
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malicious cyber activities are occurring on unprecedented scale with extraordinary 
sophistication. The threats of crippling cyber attack are on the increase more especially 
on the computer networks. A great deal of computer security researches are being 
done especially on trusted computing [Tanenbaum 2007]. One of the researches 
done on cyber intelligence was information flow models and implementation [Castro 
et al 2006]. This research was done in developed countries with little mention on its 
implementation in less-developing countries where user of information systems are 
either aware or not aware of cyber intelligence. The cyber intelligence is usually 
spelled out in the organization’s incident response plan discussed in the next 
section.

2.3 Incident Response Plan
Many organizations, private or public possess valuable information they want to 
guard closely [Agrawal et al 2007]. The information can be technical, commercial, 
financial, legal or confidential trade secrets. Organizations have come up with policy 
guideline to tackle information security attacks that may range from employee’s 
involvement and hackers with expertise. According to Remote system access article 
accessed on 15th march 2010 they argued that backdoor in software for energizer Duo 
USB battery charger allow a remote attacker to list directories, send, receive files and 
execute programs. They also argued that the CISCO digital media managers allow 
information disclosure, unauthorized setting, system configuration and disclosure of 
default credentials with viruses [Henchin and Japkowicz 2006]. According to a 2001 
report by Computer Security Institute (CSI) and the FBI, 70 percent of respondents 
acknowledged that their networks were attacked over the previous twelve months 
and 30 percent didn’t know whether their networks were attacked and couldn’t be 
sure! In addition, Denial of Service attacks increased by an astonishing 33 percent 
over the same period. And all this took place across networks, where firewalls had 
been installed in 90 percent of instances. It’s clear that enterprises and government 
agencies need security vendors to step up and deliver innovative solutions that 
effectively protect their networks from malicious attacks and misuse.

An incident has been defined as an event with potentially serious consequences. This 
is an event that may cause a crisis if it occurs. The information security incidents 
are caused by the employees of an organization. According to Council Framework 
Decision of 2005 accessed on 15th March, 2010, a criminal act must be intentional, 
abetting and attempting to commit an offence such as illegal access to information 
or illegal system and data interference. These acts may lead to prosecution if they 
are reported to the relevant authorities. This is to enhance the security of information 
infrastructure, and giving law enforcement authorities the means to act.
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As more and more organization information is stored in the computer system, the 
need to protect it is becoming increasingly difficult due to widespread acceptance 
of a bloated system plus bugs as normal phenomenon [Tanenbaum 2009]. This calls 
for efficient investigation to differentiate human error, technical error and malicious 
attacks. This may be achieved if users report the incident accurately and immediately. 
If this is done, then computer forensic investigators will investigate and find the truth. 
Computer forensics use tools to unearth illegal computer activities by employees or 
fraudsters as examined in section 2.4 below.

2.4 Computer Forensics
Computer crime may be defined as illegal activities by or using computers. To 
counter this, computer security has been integrated in both hardware and software. 
The computers hold confidential information. This confidentiality may be harmed by 
people using the system. Forensic evidence is needed to proove whether indeed they 
occurred. According to Robert [2010] sensitive information is stolen daily from both 
government and private sector networks, undermining confidence in our information 
and in the very information these systems were intended to convey.

There has been much work on defending systems against malware. Some of these 
works focus on antivirus software [Henchin and Japkowicz 2006]. Some of these 
antiviruses have failed to protect information systems from virus attacks. Viruses 
and malware are serious problem on organization information systems. Various 
researches on Trojan horse, viruses and malware have been done to try and find a 
quick fix to them [Agrawal et al 2007, Franz 2007, Tang and Chen 2007]. All these 
researches didn’t show how incidents, cyber intelligence and forensics may be of 
help. This research aimed to find the employee consciousness using the following 
methodology highlighted in the next section.

3. Methodology
This research adopted a quantitative survey approach. A questionnaire was developed 
and distributed randomly. The questionnaire that was used for this study was adopted 
from BS ISO/IEC 17799:2005 updated on 3rd May 2006 [Val 2006] and customized 
to suit this research. Three hypotheses were stated and tested. These were through 
t-distribution with 5% level of significance.  This approach was suitable for this 
study because of the diverse information that the researcher aimed to gather to meet 
the stated purpose of this study. Although this study was limited because of time the 
questionnaire prooved to be the best approach for this study.
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4. Research Findings and Result Discussions
4.1 Research Findings
The questionnaire was divided into four sections. The first section was reporting 
information security events and weakness, followed by cyber intelligence section, 
incident response plan and lastly computer forensics. The findings are as shown on 
the figures below.

Figure 1: Reporting Information Security events and weakness

Figure 2: Incident Response Plan
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Figure 3: Cyber intelligence Findings

Figure 4: Forensic Policies and Procedure

4.2 Result Analysis and Discussions
4.2.1 Reporting Information security Event and Weaknesses
The first section of the questionnaire required the respondent to respond to how 
information securities were reported, procedures and management responsibilities. 
From the findings 17.7% strongly agreed that reporting, procedures, responsibility, 
monitoring, objectives and followed are as required by the organization’s policies 
and strategies. However figure 5 shows that 40.4% agreed and 14.5%, 15.4%, and 
11.8% are either not aware, disagree or don’t know respectively.
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Figure 5: Security event and Weakness Reporting

Hypothesis testing:
The research tested the hypothesis that the average of the evidence relating to the 
incident are not collected, retained and presented to conform to the rules for evidence 
laid down in the relevant jurisdiction for a sample population of 20 is more than 10 at 
5% level of confidence under normal distribution. The hypothesis was stated as:
Ho: µ≥10
Ha: µ>10
From the finding 70% of the sample population agrees while 30% disagree. The 
sample mean is 10 therefore we reject the Ho. and conclude that above average of 
the evidence relating to the incident were collected, retained and conform to the rules 
of the organization

4.2.2 Cyber Intelligence
Cyber intelligence as defined earlier was the measure to identify, penetrate or 
neutralize foreign operations that use cyber means as primary tradecraft methodology, 
as well as foreign intelligence service collection efforts that use traditional methods 
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to gauge cyber capabilities and intentions. From the respondents, the organizations 
conduct and report disaster recovery as presented in figure 6 that highlight the cyber 
activities by organisation employees.

Cyber Intelligence

Conducting

Reporting

Disaster
recovery

Figure 6: Cyber Activity by organizations

The research tested the hypothesis that half of the organizations don’t conduct cyber 
intelligence of the sample population of 20
Ho: µ=50% of sample population
Ha: µ≠50% of sample population

From the findings, it shows that 15% of the organizations conduct cyber intelligence 
while 75% don’t. Since 50% is less than 75% as shown in the figure 7, then we 
accept the null hypothesis that more than half of the organizations don’t conduct 
cyber intelligence. This implies that insiders such as company employees can defeat 
system security in a variety of ways. According to Tanenbaum [2009] these defeats 
include logic bomb set, trap doors and logic spoofing. This also means that many 
kinds of bugs in the code can be exploited to take over programs and systems. These 
include buffer overflow, format string attacks, return to libc attacks, integer overflow, 
code injection and privilege escalation attacks.

4.2.3 Incident Response Plan
The organizations’ security incident response plan is to (i) provide general guidance 
to Information Technology Services staff, both technical and managerial to enable 
quick and efficient recovery from security incidents; (ii) respond in a systematic 
manner to incidents and carry out all necessary steps to correctly handle an incident; 
(iii) prevent or minimize disruption of critical computing services; and (iv) minimize 
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loss or theft of sensitive or mission critical information. From the analysis, it shows 
that 47.5% of the respondents’ organizations have IRP that guide them. 

Incident Responce Plan
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Figure 7: IRP awareness by employee

4.2.4 Computer Forensics
According to Louis [2008] Forensic Science or Medical Jurisprudence, also called 
forensics, is the application of science to law. He argued that forensic science uses 
highly developed technologies to uncover scientific evidence in a variety of fields. 
It is used in civil cases such as forgeries, fraud, or negligence. It can help law-
enforcement officials determine whether any laws or regulations have been violated 
in the marketing of foods and drinks, the manufacture of medicines, or the use of 
pesticides on crops. It can also determine whether automobile emissions are within a 
permissible level and whether drinking water meets legal purity requirements. 

This found out that 35% of the respondents are aware of the purpose of forensics, 
policies and procedure, evidence collection, preservation and legal guidelines as 
addressed in the incident response plan. From the sample population of 20, 20.7% 
said no, 21.4% said they don’t know and 22.8% are not aware as shown in figure 8 
forensics policies and figure 9.
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Figure 8: Forensic Policies

Figure 9: Forensic Policies and Procedure

From the analysis, 65% are not aware of computer forensic policies and procedure. 
This shows that if users are not aware of the forensics then it is possible that they 
possess a major threat to the organization they are serving. According to Charette 
[2010] the threat of crippling cyber attacks on the United State telecommunication 
and other computer networks and electrical grid was increasing. The argument 
here is that malicious cyber-activities are occurring on unprecedented scale with 
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extraordinary sophistication. Forensic science is used in these cases for monitoring 
the compliance of various countries to investigate criminal cases involving a victim, 
such as assault, robbery, kidnapping, rape or murder. Sensitive information is stolen 
daily from both government and private sector network, undermining confidence in 
our information and in the very information these systems were intended to convey.

5. Conclusions and Future Work
Information has become a weapon of war, both in the military and corporate world.  
A user cannot afford unawareness of the danger of attack of this valuable resource in 
any secure system. Users must be authenticated because malicious cyber activities are 
occurring at an unprecedented scale with extraordinary sophistication. The research 
tested the hypothesis that half of the organizations don’t conduct cyber intelligence of 
the sample population of 20.Ho: µ=50% of sample population; Ha: µ≠50% of sample 
population. From the findings it shows that 15% of the organizations conduct cyber 
intelligence while 75% don’t. Since 50% is less than 75%. Therefore forensic science 
should be adopted as it uses highly developed technologies to uncover scientific 
evidence in a variety of fields. It is used in civil cases such as forgeries, fraud, or 
negligence. It can help law-enforcement hence enhancing forensic investigations.

This research survey was limited in a number of ways. Mainly the research 
sample study was small and that the findings may not be generalized in across all 
organizations. This implies that another research should be done using a reasonable 
sample population so that the finding may be generalized. However, this research 
may be of great importance to various organizations. The survey showed that 30% 
don’t agree with the need to report security incidents. This may pose a great source 
of risk to the organization. The model developed will be used as a guide to enlighten 
the novice worker who constitutes a large number of the work force. To enhance 
information security, the research proposes regular system audit to be done by trained 
personnel. The research also suggested that all employees should be trained and be 
made aware of security threats and their potential risks through the provision of the 
IRP manual and quarterly appraisals relating to cyber intelligence and computer 
forensics.The research suggests that a study be done to determine how computer 
forensic tools may enhance the application of electronic evidence in courts.
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